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Security firms condemn HMRC for breach
Posted by Nicole Kobie at 5:45PM, Wednesday 21st November 2007 
Security firms have offered their thoughts on how to prevent a 
data breach like the one at Revenue and Customs, as Brown says 
all government agencies must get a data security check.

Security experts from around the UK have come 
out in full force to criticise the massive data breach 
at HM Revenue and Customs - and to offer 
advice on how other organisations can avoid a 
similar fate. 

Chancellor Alistair Darling admitted the breach 
yesterday afternoon, telling parliament that 
records of 25 million child benefit recipients were 

lost after they were put on two password-protected discs and sent through 
an internal mail system - contrary to HMRC's own procedures.  

Prime Minster Gordon Brown said today that all government agencies will 
undergo a data security check. The HMRC is set to be investigated by the 
Information Commissioner's Office, PricewaterhouseCoopers, and the 
Independent Police Complaints Commission, alongside the Metropolitan 
Police's search for the missing discs. 

Security analysts criticised the HMRC's data notification policy, and said the 
lack of encryption, use of discs as opposed to electronic transfer, and poor 
information management contributed to the fiasco. 

Symantec's director of technical services Richard Archdeacon said the 
data breach would lead to a change in how consumers view data security. 
"It's a tipping point of data leakage... it's the accidental loss as opposed to 
an external hacker," said Archdeacon. "It's so large an event that we'll see 
a change amongst consumers."

Archdeacon said organisations will need to be more transparent about their 
data policies. "This is the big one, which will change consumers' levels of 
trust," he said. 

Companies should also be prepared to notify costumers in the event of a 
breach, as its likely legislation will eventually force that, said Archdeacon. 

Data can be protected even if discs are lost, said some industry leaders, 
who expressed dismay that the discs were so poorly secured, with just a 
password.

Joseph Hoban, vice president at GuardianEdge, said: "Securing two disks 
with only a password is not sufficient... To put an end to this catalogue of 
errors, the government needs to encrypt any removable devices like USBs 
or CDs that are to be transported - otherwise people should go to that data 
not the other way around. This way, if a removable device falls into the 
wrong hands - which it well might - it cannot be accessed and 
compromised."

"The cost of data breaches can run into millions, but the cost of encryption 
is relatively low," he added. 

But it's possible to avoid the pain of lost discs and laptops by sending data 
over networks, said others. 

Gayna Hart, managing director of Quicksilva, said that the data should 
have been sent electronically - in the way the NHS is planning. "In the 21st 
century to be sending confidential information through the post is 
inexcusable and completely unnecessary given the technology available," 
she said, adding that electronic records systems are working well for 
Connecting for Health's (CfH) Spine database, which allows patient records 
to be transmitted to medical organisations.

"This delivers role-based security, audit trails and a straightforward way of 
enforcing information governance standards rather than relying on the 
vagaries of the internal post. I know there is a trend toward CfH-bashing 
but there are valuable lessons to be learned from the NHS which can be 
applied across the whole of government IT," Hart said.

Other industry leaders suggested the key to securing data sets is managing 
access. 

Gerald Sommariva, data storage specialist and managing director of 
ONStor UK, said: "By centralising data storage you must look more closely 
at your security policies. If permission settings are set up correctly, then 
access can be restricted to key personnel."

That sentiment was shared by Paul Davie, founder of data security firm 
Secerno. "You look at the way people are accessing that database... and 
be able to tell the difference between someone downloading for proper 
purposes or hacking," said Davie, adding that at $20 (£10) a record, 
there's a big incentive for authorised users to steal thousands of records.

In the end, all these elements and more are essential to keeping people's 
data private, Symantec's Archdeacon said. "There's no silver bullet," said 

Log in | RegisterWelcome

Latest Internet News 

● The internet celebrates 30th anniversary 
milestone 

● HMRC reports raise more questions 
● Voice recognition for VW financial 
● Eduserv deal with Microsoft to save £1 million 
● Information Commissioner welcomes new 

powers 
● Amazon e-book reader sells out 
● Most distrust local authority IT security 
● Intel developing portable data centres 
● Virgin Media boosts reporting to optimise 

pricing 
● Google gains in web search market 

advertisement 

Latest Internet Features 

● Web operating systems 
● The $10 billion fight for Facebook 
● Firefox: The problems ahead 
● Is Virgin Media vulnerable to takeover? 
● Is MySpace vulnerable to takeover? 
● Is Facebook vulnerable to takeover? 
● Is Yahoo vulnerable to takeover? 
● Work Wise Week: Flexible working over a latte 
● Work Wise Week: Does working in a pub really 

work? 
● Wilfing: The new internet black 

Latest Blogs and Comment 

Chris Green 
The iPhone and the fair use cap caper 
Read more Posted at 5:06pm, 05 Nov 2007

More blogs:
● Jon Honeyball 

advertisement 

Register for IT Pro 

You'll get exclusive member benefits including free 
white papers, downloads, Webinars and weekly 
newsletters full of the latest IT Pro news, reviews, 
insight and expertise

Register

advertisement 

 

Search the site: 

    Go

Home  Security  Storage  Wireless & Mobile  Networking  Applications  Internet  Server & Server OS  Information Management

 Web Site : itpro.co.uk
 Date : 23/11/2007
 Security copy : 2048362326.pdf
 Copyright : itpro.co.uk

http://www.itpro.co.uk/internet/news/140811/security-firms-condemn-hmrc-for-breach.html

Page 1/2 ONSTOR

http://www.itpro.co.uk/internet/news/140811/security-firms-condemn-hmrc-for-breach.html


Related News

Archdeacon. "All organisations need to look at this from a risk-based point 
of view... it's an issue IT managers should be looking at now."
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